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Introduction
Key people / dates
Fox Ashburnham
Designated Safeguardir] Ros Morgan Ben McMullen
Lead (DSltpam Hannah Smart Cordelia Chu
Onlinesafety coordinator | Ros Morgan Jonathan East
(if different)
Fox :
Federation| Onlinesafety /| Ben Ward
safeguarding
link governor
Network manager / other| Charles Adamah
technical support Ehsan Fathi

What is this policy?

Online safety is an integral part of safeguarding. Accordinglyptiisy iswritten in line withWeeping
Children Safe in Educati@p018 (KCSIEdnd other statutory docments it is designed tait alongside
yourda OK 2 2 f Q &Safégidrding®ocyNBny issues and concerns with online safstyfollow the
a0K22ft Qa &l FS3dzr NFplogedures YR OKAf R LINRGSOGAZY

Who is it for, when is it reviewe®

This policy shouldéa living document, subject to full annual review but also amendeerenecessary

during the year in response to developmentshe schooland local areaAlthough many aspects will be
informed by legislation and regulationgu shouldnvolve staff governors, pupils and parenis writing

and reviewingthe policg { SOG A2y Ty 2F Y/ {L9 &0 NBdaygespariencéohi y 3
the ground) This will help ensure all stakeholders understand the rules that are in place and why, and
that the policy affects dayo-day practice. Pupils could help to design a version in language their peers
understand, or help you to audit compliance. Acceptable Use Policies (see appendices) for different
stakeholders help with thig ensure these are reviewedangside this overarching policiny changes

to this policyshould be immediatelgisseminated to alhe above stakeholders.
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Who is in charge of online safety?

You may have a named onlusafety coordinator at your school (see above); this person mayagrnot
be the designated safeguarding lead (DSL), B&IEnakes cleatl K lth& degignated safeguarding lead
aK2dzZA R GF1S t£SFR NBalLRyaAoAftAGe FT2N) al FS3dzZ NRA

What are the main online safety risks today?

Onlinesafety risksare traditionally categorised as one of the 3 Cs: Content, Contact or Conduct
OARSYUGATASR o0& t200BTefoit@{2INT SNIY@K A f. & NNR Wheséythrek ardas\ 3 A |
remain a helpful way to understand the risks andqmiial school response, whether technological or
educational. They do not stand in isolation, however, and it is important to understand the interplay
between all three.

The LGfL DigiSafe 2018 pupil survey of 40,000 pupils identified an increase ssaiatreed by, and risk
from, content. For many years, onligel FSié& YSaal3aSa KI@S F20dzaaSR
strangers online and then meagthem face to face (contact). Whilst these dangers have not gone away
and remain important, violet or sexual content is now prevalegtsending or receiving, voluntarily or
coerced. Examples of this are the sharing of violent and sexual videelsas®limaterials, and coerced
nudity via live streaming. Contact and conduct of course also remain tergarhallenges to address.

We recommend schools read the results of the pupil surveguatiisurvey.lgfl.netand consider the
implications for their pupils before working on their onlisafety policy (schoolhich participated in
the survey were sent a snapshot of their own data at the end of the survey). Schools which did not take
LI NI YAIKG gbyd G2 FdzRAG GKSANI LIzLIAf aQ 0SKI QA2

How will this policybe communicated?

This policycan only impact upon practice if it is(eegularly updatedl living document It must be
accessibleo andunderstoodby all stakeholders. It will be communicated in the following ways

Posted on the school website

Availableon theinternal staff networkdrive

Availablein paperformat in the staffroom

Part of school induction pack fail new staff(includingtemporary, supply and neolassroom

based staff

Integral tosafeguardingipdates and training for all staféspecidly in September refreshers)

1 Clearly reflected in thAcceptabldJsePolicies (AUPSs) for staff, volunteers, governaaed pupils
(which must be in accessible languaggpropriate to these groups).

1 AUPs are displayed in appropriate classrooms

= =4 =4 A

=
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1 Reviews of tfs onlinesafety mwlicy will include input from staff, pupils and other stakeholders,
helping to ensure further engagement
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Overview
Aims

This policyaims to:

1 Set outexpecttionsfor all Fox Fedration (Fox Primary School and Ashburnham Primary School)
communityY' S Y 6 SNikeehaviour, attitudes and activitieand use ofdigital technology
(including wherdevicesare offline)

1 Help all stakeholders to recognise that online/digital behavioandards(including social media
activity)must be upheld beyond the confines of the school gates and school day, and regardless
of device or platform

1 Facilitate the saferesponsible and respectfuke of technology to support teaching & learning,
increaseattainment and prepare children and young people for the risks and opportunities of
t2 R @ Q& | y Rdigifiel2veril, K viv@and thrive online

1 Helpschool staff working with children tanderstand their roles and responsibilities wark
safely anl responsibly withechnology and the online world

o for the protection and benefit of the children and young people in their care, and

o for their own protection, minimising misplaced or malicious allegatiand to better
understand theiown standards angractice

o for the benefit of the school, supporting the school ethos, aims and objectives, and
protecting the reputation of the school and profession

1 Establish cleastructuresby which online misdemeanours will be treated, and procedures to
follow where there are doubts or concern@vith reference to other school policies such as
Behaviour Policy or ArBullying Policy)

Further Help andSupport

Internal schoolchannels should always be followed first feporting and supportasdocumented in
school polty documentsespecially in response to incidents, which should be reported in line with your
Safeguarding Policy. The DSL will handle referrals to local aytimauiti-agency safeguarding hubs
(MASHpNd normally the headteacher will handle referralgtie LA designated officer (LADOhelocal
authority, academy trusbr third-party support organisationyou work withmay also have advisors to
offer general support.

Beyond thisyeporting.lgfl.nethas a list bcuratedlinksto external support and helplines for both pupils
FYR aidl FFZ Ay Of dzR A ySHfetyiHelBlinet frivid theSUK Sdfe? IyiterietCantrd afd they S
NSPCC Whistleblowing Helpline, as well as hotlines for hate crime, terrorism addvinaaln might be

useful to share with parents, and anonymous support for children and young people.
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DigiSafe
Scope

This policy applies to all members tife Fox Federationcommunity (including staff governors,
volunteers, contractorsstudents/pupils, parents/cars, visitorandcommunity users) who have access
to our digital technology, networks angstems,whether onsite or remotely, and at any time.

Roles and responsibilities

This school is a community and all members have a duty to behave respectfuly amd offline, to use
technology for teaching and learning and to prepare for life after school, and to immediately report any
concerns or inappropriate behaviour, to protect staff, pupils, families and the reputation of the school.
We learn together, miee honest mistakes together and support each other in a world that is online and
offline at the same time.

Executive Headteacher Paul Cotter Heads of School: Emma Madden Fox, Ben
McMullen - Ashburnham

Key responsibilities:

1 Fostera culture of safeguaing where online safety is fully integrateihto whole-school
safeguarding

1 Oversee the activities of the designated safeguarding leadl ensure that the DSL
responsibilities listed in the section below are being followaed fully supported

1 Ensure thapolicies and procedures are followed by all staff

1 Undertake trainingn offline and online safeguarding, &accordancevith statutory guidance and
relevant Local Safeguarding Children Board (LSCB) guidance

1 Liaisewith the designated safeguarding leamh al onlinesafetyissueswhich might ariseand
receive regular updatesn school issues and broader policy and practice information

T ¢ 1S 20SNrft NBalLRyaAoAfAdGe F2NI RFGIE YIFyl 3S
provision follows best practice information handlingwork with the DPO, DSL and governors
to ensure a GDRBompliant framework for storing data, but helping to ensure that child
protection is always put first and dajarotection processes support careful and legal sharing of
information

1 Ensure the schoolmplements and makes effective useagpropriate CT systems and services
includingschootsafefiltering and monitoring, protected email systems and that all technology
including cloud systems are implemented according to edalidty first principles

1 Be responsible for ensuring that all staff receive suitable training to carry out their safeguarding
and online safety roles
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Understand and make all staffvare of procedures to be followed in the event of a serious online
safgguardirgincident

1 Ensure suitable risk assessmermi® undertaken so the curriculum meets needs of pupils,
including risk of children being radicalised

1 Ensure that there is a system in place to monitor and support $&af. network managemyho
carry out intenaltechnicalonline-safety procedures

 Ensure governorsk NB NB 3Idzf I NI & dzLJRFGSR 2y GKS vy (daz
arrangements for online safety

1 Ensurethe school website meets statuto@fErequirements (se@appendices for website audit
document)

Designated Safeguarding Leadnline Safety LeadRos Morgan, Fox Primary School
and Ben McMullen, Ashburnham Primary School

Key responsibilitiegrememberthe DSL can delegatertain online-safety duties e.g. to the online
safety coordinator,but not the overallresponsibility this assertion and all quotes below are from
Keeping Children Safe in Education 2018)

T a¢KS RSaA3IAylFrGSR al FS3dza NRAy3 fSIR akKzdzZ R 0
LINEGSOGA2Y O6AYyOfdzZRAY3 2yt AYyS al FSheodé

1 Where the onlinesafety coordinator is not the named DSL or deputy DSL, ensure there is regular
NEOASSG FyR 2Ly 02YYdzyAOlI GA2y 0SG6SSy (KSa
responsibility for online safety is not compromised

1 EnsuredAn effective appoach to online safetythat] empowers a school or college to protect
and educate the whole school or college community in their use of technology and establishes
mechanisms to identify, intervene in and escalate any incident where approgriate.

 a[ Al th&é& local muthority and work with other agencies in line with Working together to
al FS3dzrt NR OKAf RNBy§

1 Take day to day responsibility for online safety issares be aware of the potential for serious
child protection concerns

1 Work with the headteacherDPO and governors to ensure a GEBRpliant framework for
storing data, but helping to ensure that child protection is always put first and-plati@ction
processes support careful and legal sharing of information

1 Stay up to date with the latest trenda bnline safetyg the new LGfL DigiSafaupil surveyof
nnInnn LzLIAE & Y@ 06S dza ST dzi-K INBY RA dzfat SoAWWSHQ
undressed on camera)

1 Reviewand updatethis policy, other online afety documents(e.g. Acceptable Use Policies) and
the strategy on which they are basdoh harmony with policies for behaviour, safeguarding,
Prevent and othersand submit for review to the governors/trustees.

1 Receive regular updates in online safetyessand legislation, be aware of local and school trends
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Ensure that online safety educatlon Is embeddedosshe curriculum(e.g. by use of the WIS
framework'Bducation for a Connected Wofand beyond, in wider school life
Promote an awareness amdmmitment to online safety throughout the school community, with
a strong focus on parents, who are often appreciative of school support in this area, but also
including hareto-reach parents
Liaise with school techniggbastoral, andupportstaff asappropriate
GCommunicate regularly with SLT and the designated online saf@grnorto discuss current
issues(anonymised) review incident logs and filtering/change control logsd discuss how
filtering and monitoring
Ensure all staff are aware of theqredures that need to be followed in the event of an online
safety incidentand that these aréoggedin the same way as any othsafeguarding incident
Overseel YR RA &0Odzaa WI LILINRPLINALFGS FAf(s%Nhysical orl y R
technicd?) and ensure staff are aware. If yage LGfL filteringyiew the appropriate filtering
statementhere
Ensurethe 2018 Department for Education guidance on sexual violence and harassment is
followed throughout the school and that staff adopt a zéoterance approach to this, as well as
to bullying
Facilitate training and advice for all staff

o all staff must readKCSIE Part 1 and all those working with children Annex A
it would also be advisable for all staff to be aware of Annex C (online safety)
cascade knowledge of risks and opportunities throughout the organisation
cpd.lgfl.ret has helpful CPD materials includidgwerPointsvideos and more

o O O

Governing Body, led by Online Safety / Safeguarding Link Govexnigen Ward

Key responsibilitiegquotesare taken from Keeping Children Safe in Education 20118

T

Approve this policy ah strategy andsubsequentlyreview its effectiveness, e.g. by asking the
guestions in the helpful document from the UK Council for Child Internet Safety (UKQ@i8)
safety in schools and colleges: Questions from the Governing Board

GOYaAdzNB Fy FLILINPLNREFGS aSyA2N) YSYOSNI 2F adl
appointed tothe role of DSL [with] lead responsibility for safeguarding and child protection
(including online safety) [with] the appropriate status and authority [and] time, funding, training,
NBE&2dz2NOS& | yR &dzLJLJ2 NI X ¢

Support the school in encouraging parents and thaer community to become engaged in
online safety activities

Have regulastrategicreviews with the onlinesafety ceordinator / DSL and incorporate online
safday into standing discussions sé&feguarding at governor meetings

Where the onlinesafety cordinator is not the named DSL or deputy DSL, ensure that there is
NBE3IdzZ  NJ NE@GASE FyR 2LISYy O02YYdzyAOIF GAz2y 0Si
overarching responsibility for online safety is not compromised
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1 Work with the DPO, DSL and headteacheensure a GDRBompliant framework for storing

data, but helping to ensure that child protection is always put first and-padéection processes
support careful and legal sharing of information

Check all school staff have read Part 1 of KCSIE; SLT aodkalg directly with children have

read AnneX; check that Annex C on Online Safety reflects practice in your school

GOy adaNBE GKIFG Ittt adlFF dzyRSNH2 al ¥S3dzZt NRAY 3
at induction [and] regularly updaie X8 Ay f AYS & A (KX 8 RAATOSY ST
training for staff is integrated, aligned and considered as part of the overarching safeguarding
I LILINR | OKdé ¢ KSNB A acpdidith@t K SNJ & dzLJLJ2 NI F2 NJ G KA
GOydzNB  F LILINBLINA L GS FAEOGSNE YR FLILINBLINRLFGS
GKFG W2@0SNDf201Ay3Q R2Sa y20 fSIR (02 dzyNBI a
gAGK NBIFNR (2 2yiAy® [BF PKA yilidrintkRis3tbh iFdseS dzl N
Go9yadaNBE GKIFG OKAftRNBY IINB (F dzZ3Ki | @aspadiof & F
providing a broad and balanced curriculdoX 8 / 2 Y aARSNI I K2t S &a0K22
W AGKB | Of SFNJ LRt AO: 2ycyoKniy wizh B in2eFtigareadopt t S
the UKCCIS cro€sdzZNNA Odzt  NJ F NI Y S/g2WY S WD RRIzO* AN Q FR NI
school approach

All staff

Key responsibilities:

T

Understand that online safety is a core part of safeguarding; as sugbeittiefS @S NEjaby S Q &
never think that someone else will pick it up

Know who the DesignateBafeguarding Lead (DSL) and Online Safety Lead (OBbsaviorgan

at Fox Primary School and Ben McMullen at Ashburnham Primary School

Read Part 1, Annex A and Annex C of Keeping Children Safe in Education (whilst Part 1 is statutor
for all staff, AnneXA for SLT and those working directly with children, it is good practice for all
staff to read all three sections).

ReadandZ f t 29 G(GKAa LRfAOE Ay O2yadzyOliAzy gAGK
Record onlinesafety incidents in the same way as asgfeguarding incident and report in
accordance with school procedures.

Understand that safeguarding is often referred to as a jigsaw pazabe may have discovered

the missing piece so do not keep anything to yourself

Sign and follow the staff acceptablise policy and code of condiftindbook

Notify the DSL/OSIif policy does notreflect practice in your schoand follow escalation
procedures if concerns are nptomptly acted upon

Identify opportunities to thread online safety througdll school actiiies, both outside the
classroom and within theurricuum, supporting curriculum/stage/subject leads, andhkingthe

most of unexpected learning opportunities as they arishi¢h have a unique value for pupils)
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Whenever overseeing the use of technolo@evices the internet, new technology such as
augmented reality, etcin school osetting as homework tasks, encourage sensible use, monitor
what pupils/students are doing and consider potential dangers and the age appropriateness of
websites(ask youDSL what appropriate filtering and monitoring policies are in place)

1 To carefully supervise and guide pupils when engaged in learning activities involving online
technology (including, extraurricular and extended school activities if relevant), suppgrti
them with search skills, critical thinking (e.g. fake news), age appropriate materials and
signposting, and legal issues such as copyright and data law

1 Encourage pupils/students to follow their acceptable use policy, remind them about it and
enforce sclol sanctions

1 Notify the DSL/OSL of new trends and issues before they become a problem

1 Take a zerdolerance approach to bullying and lelevel sexual harassment (your DSL will
disseminate relevant information from the new DfE document on this)

1 Be aware tht you are often most likely to see or overhear onisadety issuegparticularly
relating to bullying and sexual harassment and violent#)e playground, corridors, toilets and
other communal areas outside the classroqiet the DSL/OSL know

1 Receivaegular updates from the DSLSL and have a healthy curiosity for online safety isgues
you may find it useful to read at least the headline statistics and conclusions from the LGfL
DigiSafepupil surveyof 40000 pupilsd Y S 6 G KSYSA-KR MOt dz86 f ¥R FH @
undressed on camera)

1 Model safe, responsible and professional behaviours in their own use of technology. This includes
outside the school hours and site, and on social media, in all aspdutddimy the reputation of
the school and of the professiahreputation of all staff More guidance on this point can be
found in thisOnline Reputatiomuidance for schools.

PSHE Health Educatior_ead — PoppySeaward and Jemma Clark, Fox Primary School
and Cordelia Chu and Christine Zanabi, Ashburnham Primary School

Key responsibilitiedrom September 2019 for September 20Zuotes taken from DfEpress release
on 19 July 2018 on New relationships and heatttiucation in schools)

g 1a tAaGSR Ay (GKS WIHit adlFFQ aSOutAz2ys LI dzay

1 Embedconsent, mental wellbeing, healthy relationships and staying safe ominghe PSHE /
RE / RSE curriculumigomplementing the existing computing curriculugnand how to use
technobgy safely, responsibly and respectfully. Lessons will also cover how to keep personal
information private, and help young people navigate the virtual world, challenge harmful content
and balance online and offline worlds.

1 Work closely with the DSL/OSLdaall other staff to ensure an understanding of the issues,
approaches and messaging within PSHE / RE / RSE
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Computing Curriculum Lead James Moss, Fox Primary School and Jonathan East,
Ashburnham Primary School

Key responsibilities:

T
)l

1a fAa06R Ayl KRS ®HE00GA2y T LX dzay

Oversee the delivery of the online safety element of the Computing curricutuaccordance

with the national curriculum

Work closely with the DSL/OSL and all other staff to ensure an understanding of the issues,
approaches and meaging within Computing

Collaborate with technical staff and others responsible for ICT use in school to ensure a common
and consistent approach, in line with acceptabke agreements

Subject / aspect leaders

Key responsibilities:

1
1

la fAAGSRIFAYQIUAKSOWARY AL dzaY

Look for opportunities to embednline safety in yousubject or aspectand model positive
attitudes and approaches to staff and pupils alike

Consider how the UKCCIS framework Education for a Connected World can be applied in your
context

Work closely with the DSL/OSL and all other staff to ensure an understanding of the issues,
approaches and messaging within Computing

Network Manager/technician-Charles Adamah and Ehsan Fathi

Key responsibilities:

1
1

la ftAAGSR AyonlpksS WIHftf adlFFFQ asSoOdGa

YSSL) dzLlJ 62 RIFIGS 6AGK GKS a0Kz22fQa 2yfAyS &
effectively carry out their online safety role and to inform and update others as relevant

Work closely with the designated safeguarding lead / onlafety lead / data protection officer

/ LGfL TRUSTnet nominated contact to ensure that school systems and networks reflect school
policy

Ensurethe above stakeholders understand the consequencesxiéting services and @y
changes to these systems (esgadly in terms of access to personal and sensitive records / data
and to systems such as YouTube maaleb filtering settings, sharingermissiondor files on

cloud platforms etc

SupportandadeS 2y GKS AYLI SYSyidlFGAzy #HPNWYBRQONRE RN
by the DSland senior leadership team
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Maintainupto-RIF G S R2 OdzyYSy Gl GdA2y 2F GKS d0Kz22f Qa 2y
To report onlinesafety related issues that come to their attentiomline with school policy

Manage the € 2 2 f Q& néatwoiks &h¢devicesiccording to a stricpassword policywith
systems in place for detectionof misuseand malicious attackwith adequate protection,
encryption and backup for data, including disaster recovery plans, and auditabkesamo@rols
Network managers/technicians at LGfL TRUSTnet schools may want to ensure that you take
advantage of the following solutions which are part of your package: Sopho¥itudi Sophos
Anti-Phish (from Sept 2018), Sophos InterceptX, Sophos Skdvance, Malware Bytes, Egress
(from Sept 2018), Meraki Mobile Device Management and CloudReady/NeverWare. These
solutions which are part of your package will help protect the network and users on it

Monitor the use of school technologgnline platformsand social media presene@ad that any
misuse/attempted misuse iglentified andreportedin line with school policy

Work with theExecutive Head Teacher and Heads of Scho@ssure the school website meets
statutory DfE requirements (see appendicesvi@bsite audit document)

Data Protection Office(DPO)- Ros Morgan, Fox Primary School and Ben McMullen,
Ashburnham Primary School

Key responsibilities:

T

T

NB ¢ this document is not for general dajaotection guidance; GDPR information on the
relationshipbetween the school and LGfL TRUSTnet can be foudpatqgfl.net there is an LGfL
R20dzySyid 2y (GKS 3ISYySNIf NRfS YR NBaLRyaAoAa
of that page
Be aware that of refemnces to the relationship betweeatata protection and safeguarding in key
Department for Education documentiéeeping Children Safe in Educafiand‘Pata protection:
atoolkitforschool® 06! LINAf Hamy 0> SaLISOAlfte& GKA& | dz2
0 GDHR does not prevent, or limit, the sharing of information for the purposes of keeping
OKAf RNBY alFF¥So® [S3If IyR aSOdz2NE Ay TF2NNI
Care, and other local agencies, is essential for keeping children safe and ettseyiggt
the support they need. Information can be shared without consent if to gain consent
would place a child at risk. Fears about sharing information must not be allowed to stand
in the way of promoting the welfare and protecting the safety of childéswith all data
AKFNAY3IZ | LIIINRPLNRFGS 2NBlFIyAalGA2y Il YR
Remember, the law does not prevent information about children being shared with
specific authorities if it is for the purposes of safeguarding
Thesame document states that the retention schedule for safeguarding records may be required
G2 0SS aSi a W+SNER f2y3 GSNY ySSR o6dzyGAf L
Work with the DSL, headteacher and governors to ensure frameworks are in place for the
protection of data and of safeguarding information sharing as outlined abdo may be
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11
interested in the discounts for LGfL TRUSTnet schools for three meagkitg GDPR compliance

solutions atgdpr.lgfl.net
Ensure that alaccess to safeguarding data is limited as appropriate, and also monitored and
audited

LGfLTRUSTneiNominated contacts Charles Adamah and Ehsan Fathi

Key responsibilities:

T

l

To ensure all LGILRUSTnegervices are managed on behalf of the schiadline with school
policies following data handling procedures as relevant

Work closely with the DSL and DPO to ensure they understéiedhe nominated contacts are

and what they can do / what data access they have, as well asriplkcations of alexisting
services and changes to settintjgt you might request; e.g. for YouTube restricted mode,
internet filtering settings firewall port changes, pupil email settings, and sharing settings for any
cloud services such as Microsoft Office 365 and Google & Suit

Ensure the DPO is aware of the GDPR information on the relationship between the school and
LGfL TRUSTnet@dpr.lgfl.net

Volunteers

Key responsibilities:

1
il

Read, understand, sign and adheredn acceptableusepolicy (AUP)

Report any concerns, no matter how small, tthe designated safety lead 6nline safety
coordinatoras named in the AUP

Maintain an awareness of current online safety issues and guidance

Model safe, responsible and professional behaviours éir thwn use of technology

Pupils

Key responsibilities:

T

Read, understand, sign and adhere to stedent/pupil acceptableuse policy and review this
annually

Understand the importance of reporting abuse, misuse or access to inappropriate materials
Know what action to take if they or someone they know feels worried or vulnerable when using
online technology
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1 To understand the importance of adopting safed responsiblédbehaviours and good online
safety practice when using digital technologiessigéof sch@ f | YR NBFf AaS GF
acceptable usgolidescover actions out of schoahcluding on social media

1 Understand the benefits/opportunities and risks/dangers of the online world and know who to
talk to at school or outside school if there are plems

Parents/carers
Key responsibilities:

1 Read the pupil AUP and encourage their children to follow it

 /2yadzZ i 6A0K GKS a0K22f AT (KSe& KI @S lye O2

1 Promote positive online safety and model safe, responsibk positive behaviours in their own
dzaS 2F (SOKy2ft238x AyOfdzRRAYy3a 2y a20Alf VYSR
permission and refraining from posting negative, threatening or violent comments atboeits,
including theschool staffyolunteers, governors, contractorpupils orother parents/carers

1 NB: the LGfL DigiSafe survey of 40,000 primary and secondary pupils fourf@¥haif pupils
trust their parents on online safety (but only half talk about it with them more than once a.year)

External groups includingarent assocations and contractors
Key responsibilities:

1 Any external individual/organisation will sign acceptable us@olicyprior to using technology
or the internet within school

1 Support the school in promoting onlineafety and data protection

1 Model safe, responsibjaespectfuland positive behaviours in their own use of technology
includingonsocialmedia y2id &aKIFINAY3d 20KSNRA&A AYlFI3ISa 2N R
from posting negative, threatening orolent comments aboubthers, including theschool staff,
volunteers, governors, contractors, pupils or other parents/carers

Education and curriculum

The following subjects have the clearest online safety links (see the relevant role descriptors above for
more information):

1 PSHE

1 Health Education, Relationships (in secondaries: Relationships and Sex) Education (being
implemented from September 2019 for September 2020)

1 Computing

1 Citizenship
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However, g stated in the role descriptorgbove it is the role ofall staffto identify opportunities to
thread online safety through all school activities, both outside the classroom and within the curriculum,
supporting curriculum/stage/subject leads, and making the most of unexpected learning opportunities
as they aise (which have a unique value for pupils)

Whenever overseeing the use of technology (devices, the internet, new technology such as augmented
reality, etc) in school or setting as homework tasitkstaff shouldencourage sensible use, monitor what
pupils/students are doing and consider potential dangers and the age appropriateness of websites (ask
your DSL what appropriate filtering and monitoring policies are in place)

Equally, all staff should carefuypervise and guide pupils when engaged in lggy@activities involving

online technology (including, ext@urricular and extended school activities if relevant), supporting them
with search skills, critical thinking (e.g. fake news), age appropriate materials and signposting, and lega
issues such asopyright and data lawsaferesources.lgfl.nehas regularly updated thembased
resources, materials and signposting for teachers and parents.

At the Fox Federationywe recognise that online safety and braaddigital resilience must be thread
throughout the curriculum and that is why we are working to adopt the crssicular framework

WO RAzOlF GA2Y F2NJ I /2yySOGSR 22NIRQ FNRBY ! Y/ /L{
UKCIS, no longeolgly for children).

Annual reviews of curriculum plans / schemes of w@iricluding for SEND pupilgye used as an
opportunity to follow this framework more closely in its key areas of-B&fje and ldentity, Online
relationships, Online reputation, Gné bullying, Managing online information, Health, wellbeing and
lifestyle, Privacy and security, and Copyright and ownership.

Handlingonline-safety concerns anthcidents

It is vital that all staff recognise that onlisafety is a part of safeguardif@s well adbeinga curriculum
strand of Computing, PSHEjtizenship and (from September 2019 for September 2036 new
statutory Health Education aridelationships Education

General oncerns must be handled in the same way as any other safeguardimggrn safeguarding is
often referred to as a jigsaw puzzle, &b stakeholders should err on the side of talking to the online
safety lead / designated safeguarding lead to contribute to the overall picture or highlight what might
not yetbe a problem

Non-teaching staff wilbften have a unique insight and opportunity fmd out about issues firsh the
playground, corridors, toilets and other communal areas outside the class(particularly relating to
bullying and sexual harassment and violence)

School proceduredor dealing with onlinesafety will be mostly detailed in the following policies
(primarily in the first key document)
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Safeguardingand Child ProtectiorPolicy (which includesSexualHarassment/ Peer on Peer
Abuse/ Prevent procedures)

Anti-Bullying Policy

Behaviour Policy (including school sanctions)

AcceptableUsePolicies

Data Protection Policy, agreementsand other documentation(e.g. privacy statement and
consent forms fodata sharing, image use étc

= =4 =4 A

This federationcommits totake all reasonable precautions to ensure online safétyt recognises that
incidents will occur both inside school and outside school (and that those from outside school will
continue to impact on pupils when they come into sch@dl.members of the schoalre encouraged to

report issueswiftly to allow us to deal withthey dzA O1 f & YR aSyairdAroSte (K
processes.

Any suspected online risk or infringemesttould bereported to the online safety lead / designated
safeguarding leadrothe same day where clearly urgent, it will be made by the end of the lesson.

Any concerfallegationabout staff misuse is always referred directly to the Headteacher, unless the
concern is about the Headteacher in which case the compliant is refesrtetChair of Governors and
GKS [!'5h o[ 20t ! dzi K@affnayalsoiuseihd BSPEY WhiseRowmd HelplideS N

The school wilactivelyseek supporfrom other agencies as needed (i.e. the local authority, LGfL, UK
Safer InternetCen8 Q& t NRPFSaaArz2ylfaQ hytAyS {FFSde 1St L
We will informparents/carers of onlinesafety incidents involvintheir children, andhe Policewhere

staff or pupilssngage in or are subject to behaviour whweé consiler is particularly disturbing or breaks

the law(particular procedures are in place for sexting; see section below).
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The following flow chartit cannot be edited)s taken from page 13 of Keeping Child&®afe in
Education2018as the key education safeguarding documehsgoutlined previouslyonline safety
concerns are no differertb any other safeguarding concern

Staff have concerns about child and take immediate School/college action

action. Staff follow their child protection policy and
speak to designated safeguarding lead (1)

Other agency action

h

Referral not required, Referral (3) Designated safeguarding lead
school/college takes relevant made if or staff make referral (3) to
action, possibly including concerns —» children’s social care (and call
pastoral support and/or early escalate police if appropriate)
help (2) and monitors locally #

Within 1 working day, social worker makes decision about the type of response that is required

hd

h A y

Child in need Section 47 (4) Section 17 (4) No formal
of immediate enquiries enquiries assessment
protection: appropriate: appropriate: required: referrer
referrer referrer referrer informed
informed informed informed
- v ! !
Appropriate Identify child at Identify child School/college considers
emergency risk of in need (4) and pastoral support and/or
action taken significant identify early help assessment
by social harm (4): appropriate (2) accessing universal
worker, police possible child support services and other
or NSPCC (5) protection plan support

B

Staff should do everything they can to support social workers.
At all stages, staff should keep the child’s circumstances under review (involving the designated
safeguarding lead (or deputies) as required), and re-refer if appropriate, to ensure the child’s
circumstances improve - the child’s best interests must always come first

(1) In cases which also involve a concern or an allegation of abuse against a staff member, see Part Four of this guidance.

(2) Early help means providing support as soon as a problem emerges at any point in a child’s life. Where a child would
benefit from co-ordinated early help, an early help inter-agency assessment should be arranged. Chapter one of Working
Together to Safeguard Children provides detailed guidance on the early help process.

(3) Referrals should follow the process set out in the local threshold document and local protocol for assessment. Chapter
one of Working Together to Safequard Children.

(4) Under the Children Act 19889, local authorities are required to provide services for children in need for the purposes of
safeguarding and promoting their welfare. Children in need may be assessed under section 17 of the Children Act 1989.
Under section 47 of the Children Act 1989, where a local authority has reasonable cause to suspect that a child is suffering
or likely to suffer significant harm, it has a duty to make enquiries to decide whether to take action to safeguard or promote
the child's welfare. Full details are in Chapter one of Working Together to Safequard Children.

(5) This could include applying for an Emergency Protection Order (EPO).
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All schools (regardless of phase) should refethte UK Council for Child Inteet Safety (UKCCIS)
guidanceonsexting  ft a2 NBFSNNBR G2 | a VidKioaddNB-WhPeRuzOfS R 2
the parties is over 18, this is no longer sexting but child sexual abuse.

There is a ongage overview for all stafhft just clasroombased stafffo read, in recognition of the
fact thatit is mostlysomeone other than the designated safeguarding IE@8Lpr online safety leatb

first become aware of an incident, and it is vital that the correct steps are t&kaff.other tha the DSL
must not attempt to view, share or delete theanage or ask anyone else to do so, but to go straight to
the DSL.

The school DSL will in turn use the fulEYe guidance document includingse studies, typologies and
a flow chart as shown beloffor information only, must be viewed in the context of the full document)
to decide next steps and whether other agencies need to be involved.

Annex G

Flowchart for responding to incidents

Considerations - risk assessment
* Vulnerability of the child
* Coercion
¢ How shared and where
* |mpact on children
¢ Age of the children
(For more information see Annex A)

Initial disclosure
This could come from a pupil directly, a parent, a
pupil’s friend.

It is important thateveryone understands that whilsexting is illegalpupils/students can come and talk

Initial review with safeguarding team

At this initial stage the safeguarding team review
the information and consider the 5 points for
immediate referral. They make an initial decision
about whesther the incident can be dealt with in
house.(For more information see page 11)

5 points for referral:

1. Adult involvement

2. Coercion or blackmail

3. Extreme or violent

4. Under 13

5. Immediate risk of harm

(For more information refer to section 2)

Risk assessment/Dealing with the incident
Consider the risk of harm and at any point if there
are ‘causes for concern’ you can refer back to
police/social care. (For more information refer to
page 12 and Annex A)

Police/social care/MASH referral
Refer to your local arrangements for
dealing with incidents and contact
local services.

(For more information refer to page 15)

Management in school

Ensure parents are informed and the incident
recorded following all child protection and
safeguarding procedures.

(For more information see page 14)

to members of staff if they have made a mistake or had a problem in this area.

The documents referenced above andaterials to support teaching about sextimgn be foundat

sexting.lgfl.net
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Bullying

Online bullying lsould be treated like any other form of bullyiagd the school bullying policy should be
followed for online bullying, which may also be referred to as cyberbully@®g school policy for more
information.

Materials to support teaching about bullyiremd usefulDepartment for Education guidance and case
studiesare atbullying.lgfl.net

Sexual violence and harassment

In 2018 new Department for Education guidance was issued on sexual violence and harassment, as
new section within Keeping Children Safe in Education and also a document in its owit wolatd be

useful for all staff to be aware of the DfE guidance: paragrapk94&over the immediate response to

a report and confidentiality which is highlylegant for all staff; the case studies section provides a
helpful overview of some of the issues which may arise.

Any incident of sexual harassment or violerfaeline or offline)should be reported to the DSL who will
follow the full guidance. Staff shalilvork to foster a zeraolerance cultureThe guidance stresses that
schools must take all forms of sexual violence and harassment seriously, explaining how it exists on &
O2y AydzdzyY YR (GKIFG 0SKIF@GA2dzNE Ay 02 NNEBIGOG &lldwedd A S 4
to perpetuate. The document makes specific reference to behaviours such-agéypaflicking and the
careless use of language.

The following is an excerpt frosection46 on page 21of that document

0As with all safeguarding conceriitsis important that in such instances staff take appropriate action in
accordance with their child protection policy. They should not assume that someone else is responding
to any incident or concern. If in any doubt, they should speak to the designateduarding lead (or a
deputy). In such cases, the basic safeguarding principles remain the same, but it is important for the
school or college to understand why the victim has chosen not to make a report themselves. This
discussion should be handled séhsi @St & YR GAOK (GKS &adzLJl2 NI 2F O
may be reports where the alleged sexual violence or sexual harassment involves pupils or students from
the same school or college, but is alleged to have taken place away from tha scltollege premises,

or online. There may also be reports where the children concerned attend two or more different schools
2NJ O02ffS3Sad ¢KS &l FS3dzr NRAY3I LINAYOALX Saz | yR
promote the welfare of heir pupils and students, remain the same. The same principles and processes
as set out from paragraph 48 will apply. In such circumstances, appropriate information sharing and
effective multtagency working will be especially important.
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Misuse of schootechnology (devices, systems, networks or platforms)

Clear and well communicatedles and procedures are essentalgovern pupil and adulise of school
networks, connectionsjnternet connectivity and devicesloud platforms and social media (both whe
on school site and outside of school).

Theseare defined in the relevant Acceptable Use Poblisywell as in this document, for examplelie
sections relating to th@rofessional anghersonal use of school platforms/networks/clouds, devices and
other technology, as well as to BYOD (bring your own device) policy.

Where pupils contravene these rules, the school behaviour policy will be applied; where staff contravene
these rules, action will be taken as outlined in the staff code of corasludhandbook

Further to these steps, the school reserves the right to withdgageemporarily or permanently, any or
all access to such technology, or the right to bring devices onto school property.

Social media incidents

See the social media section later in thecdment for rules and expectations of behaviour for children
and adults in theFox Federatiorcommunity. These are also governed by school Acceptable Use
agreements

Breaches will be dealt with in line with the school behaviour policy (for pupils) or obdde
conducthandbook(for staff).

Further to this, where an incident relates to an inappropriate, upsetting, violent or abusive social media
post by anember of the school community, the Fox Federatiot request that the post be deleted and
will expectthis to be actioned promptly.

Where an offending post has been made by a third party, the school may report it to the platform it is
K2aGSR 2y IyR YlIé& O2yialO0G GKS tNRTFTSaarzylfaqQ
Centre) for support ohelp to accelerate this process.
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Data protection and data security

NB ¢ the previous version of this policy template included more detail on data protection and security
this August 2018 version is deliberately more concise to avoid conflict or digiioaith the full
documengtion setRNJ gy dzLJ Ay GKS fA3IKG 2F GKS 5F0F t NRU(
the General Data Protection Regulation, or GDHRIis section serves to highlight general principles
regarding the relationship betweesafeguarding and data protection / data security, and to signpost to
useful information.

GDPR information on the relationship between the school and LGfL TRUSTnet can be found a
adpr.lgfl.net there are useful links rad documents to support schools with data protection in the
WwSa2dzNOSa T2NJ {OK22faQ aSOGAz2y 2F GKIG LI 3ASO

There are references to the relationship between data protection and safeguarding in key Department
F2NJ 9RdzOF G A2y R2 0dzYSydRdAdzAHYBSARAY 3 Yy K AW RINSlY LPINPFEBS
(April 2018)which the DPO and DSL will seek to apptisquote from the latter documenis useful for

all staff¢ note the red and purple highlights

“GDPR does not prevent, or limit, the sharinginformation for the purposes of keeping children safe.

[ SAFf YR &ASOdz2NBE Ay F2NN¥IGA2Y aKINAYy3a 0SG6SSy &
is essential for keeping children safe and ensuring they get the support they need. Inforroatidoe
shared without consent if to gain consent would place a child at risk. Fears about sharing information
must not be allowed to stand in the way of promoting the welfare and protecting the safety of children.
As with all data sharingppropriateog ani sat i onal and technical saf
Rememberthe law does not prevent information about children being shared with specific authorities

if it is for the purposes of safeguarding €

All pupils, staffgovernors, volunteerszcy i NI OG0 2NAR 'y R LI NBydGa NS5 02dz
policy and agreements, which can be fouhdre. Further, his school makes usef the following
discounted GDPR solution from LGfL TRUSTne

1 360° data from South West Grid for Learning

Rigorous controls on the LGfL TRUSTnet network, US@rsitpr technical services, firewalls and
filtering all support data protectionThe following data security products are also used to protect the
integrity of data, which in turn supports data protectiodSO sign on for LGfL TRUSTnet senSogsos
Anti-Virus, Sophos AnRhistf, Sophos InterceptX, Sophos Server Advance, Meraki Mobile Device
Management and CloudReady/NeverWare.

The Executive Head Telaer, data protection officerand governorsvork togetherto ensure a GDRR
compliant framework for storing data, bwthich ensures that child protection is always put first and
data-protection processes support careful and legal sharing of information

Staf are reminded that all safeguarding data is highly sensitive and should be treated with the strictest
confidentiality at all times, and only shared via approved channels to colleagues or agencies with
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appropriate permissions. The use Office 365to enciypt all noninternal emails is compulsory for
sharing pupitata. If this is not possible, the DPO and DSL should be informed in advance.

Appropriate filtering and monitoring

YSSLIAY3 [/ KAftRNBY {IFS Ay 9RdzOl GA 2y afiampplofisté & C
monitoring systems are in place [and] not be able to access harmful or inappropriate material [but at the
alYS G4AYS8 0SS OFNBFdzZ (KIG a208SNI of201Ay3IE R2S
can be taught withregard$ 2 2yt Ay S (Sl OKAYy3 YR &l FS3dz-t NRAyY 3

At this school, the internet connection is provided by LGfL TRUSTnet. This means we have a dedicate
and secure, schoolsafe connection that is protected with firewalls and multiple layers of security,
includingawebX t G SNAYy 3 &deaidSy OFtftSR 2So{ONBSYyun HOdOn:
of the UK Education sector. You can read more about why this system is appropriate on the UK Safe
LYGSNYySiad /SyGaNBQa FLIINPheR L GS FAEGSNAY3I adzYAa

There are three types of appropriate monitoring identified by the Safer Internet Centre. These are:

1. Physicamonitoring (adult supervision in the classroom, at all times)
2. Internet and web access

Electronic communications

Please read this section alongside references to gipff communications in the overall school
Safeguarding Policyand in conjunction with the Datarétection Policy This section only covers
electronic communications, but the same principles of transparency, appropriate conduct and audit trail

apply.

Emaill

1 Staff at this school use theffice365for all school emails
General principles for email usee as follows:

1 Email is the only means of electronic communication to be used between staff and parents (in
both directions). Use of a different platform must be approved in advance by thepadataction
officer / headteacher in advance. Any unauthorisgtempt to use a different system may be a
safeguarding concerar disciplinary matteand should be notified to the DSL (if by a child) or to
the Headteacher (if by staff membej.

1 Email may only be sent using the email systems above. There shouldcreurastances where
a private email is used; if this happens by mistake, the DSL/Headteacher/DPO (the particular
circumstances of the incident will determine whose remit this is) should be informed
immediately.

9 Staff or pupil personal data should never ent/shared/stored on email.
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i1

o If data needs to bshared with external agencies the school uses Office 365 encryption,

o Internally, staff should use the school network, including when working from home when
remote access is available via the RAV3 systathrschoolrun Office365.

1 Pupils inYear2-6 are restricted to emailing within the school and cannot email external accounts

We use 2Email from PurpleMash for curriculum purpo$éss can baccessdfrom home. Class
teachers, along with the Computing Leadpnitor and decide when children are able to access
this.

Appropriate behaviour is expected at all times, and the system should not be used to send
inappropriate materials or language which is or could be construed as bullying, aggressive, rude,
insulting, illegal or otherwise inappropriate, or which (for staff) might bring the schwol
disrepute or compromise the professionalism of staff

Pupils and staff are allowed to use the email system for reasonable (not excessive, not during
lessons) personaise but should be aware that all use is monitored, their emails may be read and
the same rules of appropriate behaviour apply at all times. Emails using inappropriate language,
images, malware or to adult sites may be blocked and not arrive at their inteddstination.

See also the social media section of this policy.

School website

The school website is a key pubHtcing information portal for the school community (both existing and
prospective stakeholders) with a key reputational valliee Headteeher/Principal and Governors have
delegatedhas been the dayo-day responsibility of updating the content of the webdibethe Network
managers, EhsaRathi and Charles Adamah and the DSLs, Ben McMullen and Ros Midrgasiteis
managedby / hosted byLGfL TRUSTné&the Department for Education has determined information
which must be available on a school website. TGRUSTnet has compiled RAG {@etbergreen) audits

to help schools to ensure that are requirements are met (see appendices).

Where othe staff submit information for the website, they are asked to remember:

1 School have the same duty as any person or organisation to respect and uphold copyright law

schools have been fined thousands of pounds for copyright brea8msces must always be
credited and material only used with permissidhin doubt, check witithe Executive Head
TeacherThere are many opeaccess libraries of higluality publiedomain images that can be
used (e.g. pixabay.com for marketing mater@tseware some adultantent on this site). Pupils

and staff at LGfL TRUSTnet schad$® have access to licences for music, sound effeats
collection images and other at curriculum.lgfl.net

Where pupil work, images or videos are published on the website, their idergiteeprotected

and full names are not published (remember also not to save images with a filename that includes
I LJdzLIA £ Q& Fdzt £ yI YSO®

Updated: August 2018 © LG{IDigiSafe is an LGfL TRUSTnet bcandw this document & more atafepolicies.lgfl.net
25



Online-Safety Polic
(@} y Policy

DigiSafe (G
Cloud platforms

Many schools are recognising the benefits of cloud computing platforms, not just for cost savings but to
enhance teaching and learning.

tKAa a0OK22f |FRKSNBa (G2 GKS LINRARYOA LXCBud cagnputing K S
services: guiance for school leaders, school staff and governing béxfes

As more and more systems move to the cloud, it becomes easier to ashdr&ccess data. It is important
to consider data protection before adopting a cloud platform or sergisee our DP paly here We use
aAONR&a2FiQa hF¥FFAOS ocp YR D223fS FT2N) 9RdzOI G A2

For online safety, basic rules gbod password hygiené deét your password like your toothbrush

never share it with anyoné!,lexpert administration and training can help tedp staff and pupils safe,

and to avoid incidents. The data protection officer and network manager analyse and document systems
and procedures before they are implemented, and regularly review them.

The following principles apply:

1 Privacy statements inforrparentsand children (13+\when and what sort of data is stored in the
cloud

1 The DPO approves new cloud systems, what may or may not be stored in them and by whom
This is noted in a DPIA (dgteotection impact statement) and parental permission is sdaugh

1 Regular training ensures all staff understand sharing functionality and this is audited to ensure
that pupil data is not shared by mistake. Open access or widely shared folders are clearly marked
as such

1 Pupils and staff are only given access and/or isigarights when they can demonstrate an

understanding of what data may be stored dmalv it can be seen

Twofactor authentication is used for access to staff or pupil data

Pupil images/videos are only made public with parental permission

Only schochpprowed platforms are used by students or staff to store pupil work

All stakeholders understand the difference between consumer and education products (e.g. a

private Gmail account or Google Drive and those belonging to a managed educational domain)

= =4 =4 A

Digital images and video

When apupil/student joins theschook LJF NSy G ak OF NENAR | NB |a1SR AT
image to be captured in photographs or videos and for what purlesgond internal assessment, which
does not require express conseriarents answer as follows:

9 Forlearning in school
1 For the newsletter
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1 For website
1 For a specific high profile image for display or publication
1 Foruse on twitter

Whenever a photo or video is taken/made, the member of staff taking it will check the |atdbake
before using it for any purpose.

Any pupils shown in public facing materials are never identified with more than first (ancephoto
file names/tags do not include full names to avoid accidentally sharing them).

All gaff are governed by theicontract of employment andi KS & O0OK22f Q& ! OwhBHJII I ©
coversthe use of mobile phones/personal equipment for taking pictures of pupils, and where these are
stored. Atthe Federation schooJsnembers of staff may occasionally use personalngisato capture
photos or videos of pupils, but these will be appropriate, linked to school activities, taken without secrecy
and not in a ondo-one situation, and always moved to school storage as soon as possible, after which
they are deleted from persal devicesor cloud services (NB many phones automatically back up
photos)

Photos are stored on the school network in line with the retention schedule of the school Data Protection
Policy.

Staff and parents are reminded annualythe Meet the teachemeetingsabout the importance of not
sharing without permission, due to reasons of child protection (e.g. lo@et children often have
restrictions for their own protection), data protection, religious or cultural reasons, or simply for reasons
of personal privacyFurther detail on this subject and a sample letter to parents for taking photos or
videos at school events can be foundoatentfilming.lgfl.net

We encourage young people to think about thenlioe reputation and digital footprint, so we should
be good adult role models by not oversharing (or providing embarrassment in latealif@ it is not for
us to judge what is embarrassing or not).

Pupils are taught about how images can be manipulatetieir online safety education programme and
also taught to consider how to publish for a wide range of audiences which might include governors,
parents or younger children

Pupils are advised to be very careful about placing any personal photos omsedial They are taught
to understand the need to maintain privacy settings so as not to make public, personal information.

Pupils are taught that they should not post images or videos of others without their permission. We
teach them about the risks assated with providing information with images (including the name of
the file), that reveals the identity of others and their location. We teach them about the need to keep
their data secure and what to do if they are subject to bullying or abuse.

Social nedia
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Fox Federatior6M presence

Fox Federatios 2 NJ] & 2y (KS LINAYOALX S GKIFIG AT 6S R2yQi
else will.

Online Reputation Management (ORM) is about understanding and managing our digital footprint
(everything that carbe seen or read about the school online). Few parents will apply for a school place
gAOK2dzO FANRG w3223t A y-asPectiprkKcBeckirolidasaroritoringyvRat isibi€iSg h -
said online (Mumsnet is a favourite).

Negative coverage almosiways causes some level of disruption. Up to half of all cases dealt with by
GKS tNRFSaarzylfta hytAayS {IFSGe& |1 StLIXAYS o0t h{
A0FrFT YSYOSNEQU 2yfAYyS NBLWziFGA2Yy ®

Accordingly, we manage and monitor our sdanedia footprint carefully to know what is being said
about the school and to respond to criticism and praise in a fair, responsible manner.

The DSL and Online safety leads @&ponsible for managing odrwitter accounts.They followthe
guidance irthe LGfL / Safer Internet Centre onlingputation management documeltttere.

Staff, pupils and parents SM presence

Sociamedia(including here all apps, sites and games that allow sharing and interaction between users)
is a fact of modern life, and as a school, we accept that many parents, staff and pupils will use it. However,
as stated in the acceptable use policies whadhmembers of theschool communitysign, we expect
everybodyto behave in a positive mannasngagngrespectfully with the school and each otlar social

media, in the same way as they would face to face.

Thispositive behaviour can be summarisedras making any postehichare or could be construed as
bullying, aggressive, rude, insulting, illegal or otherwise inappropriate, or which might bring the school
or (particularlyfor staff) teaching profession into disreput&his applies both to public pag and to
private posts, e.g. parent chats, pages or groups.

If parents have a concern about the school, we would urge them to contact us directly and in private to
resolve the matter. If an issue cannot be resolved in this way, the school complaictsdureshould

be followed. Sharing complaints on social media is unlikely to help resolve the matter, but can cause
upset to staff, pupils and pamngs, also undermining staff morale and the reputation of the school (which

is important for the pupils we serve).

Many social media platforms have a minimum age of 13, but the school regularly deals with issues arising
on social media with pupils/studentsyder the age of 13. We ask parents to respect age rabngecial
media platformswvherever possibland not encourager condoneunderage uselt is worth noting that
folowingonFNRY (G KS 3I2@3SNYYSyGQa { I FSNI Ly i SNglikely to{ G NJ

become more stringent over the coming years.
Updated: August 2018 © LG{IDigiSafe is an LGfL TRUSTnet bcandw this document & more atafepolicies.lgfl.net

28


https://static.lgfl.net/LgflNet/downloads/online-safety/LGfL-OS-Advice-Online-Reputation-Managment-for-Schools.pdf
http://www.fox.rbkc.sch.uk/wp-content/uploads/2018/10/Fox_Federation_Complaints_Policy2018.pdf

. Online-Safety Polic
DigiSafe f@‘ y Policy

11

However, he school has tstrike a difficult balance of not encouraging underage atsthe same time
as needing tacknowledg reality in order to besthelp our pupils/studentdo avoid or copewith issues
if they arise.Online safety lessons will look at social meahd other onlinébehaviourhow to be a good
friend onlineand how to reportbullying, misuse, intimidation or abuseHowever,children will often
learn most from the models of balviour they see and experiencehich will often le from adults.

Parents can best support this bglking totheir childrenabout the apps, sites and games these(you

R2y Qi y SSR clask younttldto ekias ¥ to youyith whom, for how log, and when (late

Fd yAIKG k AY O0SRNRB2YA Aa y20 KSELFdzZ F2N I 3
school the next day)t is encouraging that3% of pupil{from the 40,000 who answered thdtGfL
DigiSafgoupil online safetysurvey) trust their parents on online safetyalthoughonly half talk about it

with them more than once a yeat the moment).

TheFederatiorschoos haveofficial Twitteraccounts and a Fox Art Instagram accaumanaged byach
a OK 2 2 fafdwill 5e§ppnal tgeneral enquiries about the school, but asks parents/carers not to use
these channels to communicate about their children.

Email is the official electronic communication chanoetween parents and the school.

Pupilgstudentsarenot allowed* to6 S WH &R & maka Kfriend request** tany saff, governors,
volunteers and contractorsr otherwise communicate via social media.

Pupils/studentsare discouraged frorbllowingGstaff, governor, volunteer or contractor public accounts
(e.g. fdlowing a staff member with a public Instagram accourijowever, we accept that this can be
hard to control(but this highlights the need for staff to remain professional in their private liveghe
reverse situationhowever staffmustnot follow suchpublic student accounts.

* Exceptions may be magde.g. fopre-existing family links, but these must be approved byHExecutive
Headteacheand Head of Schoohnd should be declared upon entry of the pupil or staff member to the
school).

** Any attempt todo somay be a safeguarding concesndisciplinary matteand should be notified to
the DSL (if by a child) or to tliexecutive Head Teacher/ Head of Scl{dddy a staff member).

Staff are reminded that they are obliged not to bring the school or professito disrepute and the
easiest way to avoid this is to have the strictest privacy settings and aagpgropriate sharing and
oversharing onlineThey should never discuss the school or its stakeholders on social media and be
careful that their personabpinions might not be attributed to the school, trust or local autharity
bringing the school into disrepute.

The serious consequences of inappropriate behaviour on social media are underlined by the fact that of
the 131 Prohibition Orders issued to staff2017, 73 involvedocial media/technology (and 27 of the
66 orders by August 2018).
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All members of the school communityeareminded thatparticularly in the context of social media, it is
important to comply with the school policy ddigitallmages ad Video (see page€6) andpermissionis
soughtbefore uploading photographs, videos or any other information about other people.

Device usage

Please read th followingin conjunction with acceptable use policies and thkBowing sections of this
documentwhich all impact upon device usageopyright, data protection, social medimisuse of
technology anddigital images and video

Personal deviceand bring your own device (BYOD) policy

l

T

T

Pupildstudents in year 6are allowed to bring mobile pones in for emergency use only. For
example, if they are walking home on their own. Mobiles must be handed into the class teacher
at the beginning of the day and they will be given back at the end of theldaortant messages

and plone calls to or from parents can be made at the school office, which will also pass on
messages from parents to pupils in emergencies.

All staff who work directly with childrenshould leave their mobile phones on silent and only use
them in private staff eeas during school hourSee also th®igital inages and videsection on
page26 and Data protection and data securisection on pag3. Chid/staff data should never

be downloaded onto a private phone.

Volunteers, contractors, governorshould leave their phones in their pockets and turned off.
Under no circumstances should they be used in the presence of children or to take photographs
or videos. If this is required (e.g. for contractors to take photos of equipment or buildings),
permission of the headteacher should be souffhe headteacher may choose to delegate jhis
and this should be done in the presence of a member staff.

Parents shodd ask permission before taking yarphotos, e.g. of displays in corridors or
classrooms, and avoid capturing other childréfen atschooleventsplease refer to thdigital
images and videsection of this documnt on page?6.

Network / internet acces®n school devices

T

T

All staff who work directly with childrenshould leave their mobile phones on silent and only use
them in private staff areas during school hougge also th®igital images and videsection on
page26 andData protection and data securisection on pag3. Child/staff data should never

be downloaded ot a private phone.

Volunteers, contractors, governorsan access the guest wireless network but have no access to
networked files/drives, subject to the acceptable use policy. All internet traffic is monitored.
Parentshave no access to the school netwask wireless internet on personalevices.All
internet traffic is monitored.
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Searching and confiscation

Ly fAYS gAGK (Be&a&hing B@eenBglzAnR lcoff@&itiony advice for schabls G K S
Headteacher/Principal and staff authorised by them hav&atutory power to search pupils/property

on school premises. This includes the content of mobile phones and other devices, for example as a
result of areasonable suspicion that devicecontairsillegal or undesirable material, includibgt not
exclusve to sexual imagegornography, violence or bullying.

Cdz f RSGIFIAfa 2F GKS aOK2iathasighoaBéhhviaid RolidyINPE O S R dzNB &
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Appendices

Where marked with * the latest versiaor a template you may usis availableat safepolicies.lgfl.net

Safeqguarding Incident log
Safeguarding and Child Protection Policy
Behaviour Policy
Staff Code of Conduct / Handbook
*Acceptable Use Policies (AUPs) for:

0 *Pupils(Phase A and BPhase €

o *Staff, Volunteers Governors & Contractors
6. *Letter to parents about filming/photographing/streaming school events
7. *Prevent Risk Assessment Template
8. *E-Securiy Policy
9. *Online-Safety Questions from the Governing Board (UKCCIS)
10.*Education for a Connected World cressrricular digital resilience framework (UKCOUKCIPH
11.*Safer working practice for those working with children & young people in educ&8afer

Recruitment Consortium
12.*Working together to safeguard childreiDfE)
13.*Searching, screening and confiscation advice (DfE)
14.*Sexual violence and sexual harassment between children in schools and cégeslvice)
15.*Sexting guidance from UKCCIS

0 *Overview fa all staff
o *Full guidance for school DSLs

16.*Prevent Duty Guidance for Schools (DfE and Home Office documents)
17.DfE press release (19 July 204 @ew relatonships and health education in schd@ls
18.*Data protection and data security advice, procedures etc
19.*Preventing and tackling bullying (DfE)
20.Cyber bullying: advice for headteachers and school staff Jfig this atbullying.lgfl.net
21.*RAG (ed-amber-green) audits for statutory requirements of school websites

aprwdhe
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